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S United Nations Office on Drugs and Crime
Home About UNODC Quick Links Field Offices

Topics
Alternative development PE{E%% RELE %E‘%E
Corruption
Crime prevention and

s Jstics UNODC estimates that criminals may have laundered US$ 1.6

Cybercrime

Drug prevention, trillion in 2009

treatment and care

Drug trafficking

Firearms . o i 1
Marrakech/Vienna. 25 October 2011. Criminals, especially drug traffickers,

HIV and AIDS may have laundered around US$ 1.6 trillion, or 2.7 per cent of global GDP,
Miman trafficking and in 2009, according to a new report by the United Nations Office on Drugs
migrant smuggling and Crime (UNODC). This figure is consistent with the 2 to 5 per cent range
Maritime crime and piracy previously established by the International Monetary Fund to estimate the
Money-laundering scale of money-laundering.

Fraudulent medicines
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So why are we only catching 1 percent?



The fundamental issue is
information asymmetry
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The fundamental issue is
information asymmetry
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The fundamental issue is
information asymmetry
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Aka — the “you don’t

% need to be faster than
X \ the bear to avoid being
3 eaten
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You just need
to be faster

_ than the

. person

next to you...

L saying
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Translation

we are basically only catching the stupid criminals unless we put in significant
effort to catch the sophisticated ones
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The typical SAR...“reads like an
encyclopedia and is completely
useless.” — FBIl Agent 2016
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The first rule of any technology used in a business
is that automation applied to an
efficient operation will magnify the efficiency.

The second is that automation applied to an
inefficient operation will magnify the inefficiency.

—Bill Gates
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Not automation
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First principle thinking
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"% “FOCUS ON SIGNAL OVER NOISE.
S DON'T WASTE TIME ON STUFF
THAT DOESN'T ACTUALLY
MAKE THINGS BETTER.”

ELON MUSK
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This requires a new regulatory mindset
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So how does all of this relate to suspicious transaction reporting?
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What is the first principle of AML?
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What is the first principle of AML?
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Get actionable information to law enforcement as
quickly as possible
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Essentially, we need to move from this...
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To this

w7 Saruman White (Structuring)

INVESTIGATE

S Ringwraiths (Funneling)

INVESTIGATE

12 transactions, $42.962 00

/2172017 - 01072008
Connections

1919 N 78th St

Kansas Gy, KS 66112

135 dedits.

« Credits w Debits

Percent of d
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An example: Funneling behavior with reloadable prepaid cards

57 Ringwraiths (Funneling)

INFORMATION

i1 Bank of the Shire
2 Witch-King Angmar Nimenorean
I Chase Bank
[*Z] Chase Bank ****5431
D Khaml Easterling
["Z] Chase Bank ****2455
O  Dwar Waw
[=] Chase Bank ****7402
2 Indur Dawndeath
[*=] Chase Bank ****5600

D Akhorahil Nimenorean
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An example: Funneling behavior with reloadable prepaid cards

135 debits

Percent of credits by size Percent of debits by size
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An example: Funneling behavior with reloadable prepaid cards

Locations

People

Institutions

Transactions

Chase Bank, 135 transactions

Chase Bank, 15 transactions

Chase Bank, 15 transactions

Chase Bank, 15 transactions
United States Chase Bank, 15 transactions
Chase Bank, 15 transactions
Chase Bank, 15 transactions
Chase Bank, 15 transactions

Chase Bank, 15 transactions

Chase Bank, 15 transactions

12/17/2017 - 8/4/2018
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An example: Funneling behavior with reloadable prepaid cards

S Ringwraiths (Funneling) O @ 9 O O v

INVESTIGATE
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Another example: What identity theft looks like

S/ Grima Wormtongue (Identity Theft) g a8 & O Q  Matv.

INVESTIGATE

&o 1P Add

@ Device Fingerprints
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The most important thing about using tools like this?
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The most important thing about using tools like this?
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They help people to do what they do best and make
intuitive leaps.
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The most important thing about using tools like this?

ANHEDNZBELGEIZER TE,
REERITE R IBZER[REIZT B,

They help people to do what they do best and make
intuitive leaps.
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And they create rich data which is perfect for machine
learning.
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Machine learning applied to accelerate investigations and
improve consistency
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Data visualization tools leverage capabilities of human
investigators
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Secure real time collaboration between institutions and law
enforcement
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Automation of repetitive tasks to buy time to focus on
complex cases
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Collaborative Investigation Tools
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Dramatically
Reduced
Investigation Time
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Open Platform Typology Database
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Collaborative Investigation Tools
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Open Platform Typology Database b
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BEINTIEEY—)L Transformatmn_al
Collaborative Investigation Tools Improvement in
Effectiveness
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What could this mean?
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Average alert false flag ratio drops from 9/10
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What could this mean?
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To 1/10
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“We cannot solve
problems using the
same thinking we
used to create them”
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Hummingbird Regtech

hummingbird.co

matt@hummingbird.co
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http://www.hummingbird.co/

